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Employment and Skills Hub Privacy Notice
Why we collect and use your information
Gloucestershire County Council is the data controller for the personal information we collect from you. All information processed by the council is covered by our Data Protection Policy.  For an overview of how the council will use your personal data please visit our privacy notice pages.
The Employment and Skills Hub will collect and use your personal information to provide the support you need to access employment and training opportunities; we may also collect information about your family and other people associated with supporting you. 

We will retain your personal information in line with our Records Retention and Disposal Schedule, or as long as we are legally required to. We will keep anonymised data about you indefinitely for data analytical purposes to ensure that we can assess, evaluate and plan our services for the future.

This privacy notice is designed to help you understand how we use personal information when delivering our services. The details below will outline

· Why we collect and use your information;
· Where we get your data from and who we will share it with;
· What gives us the right to use your information; 
· How long we will keep your information; and
· Your rights.

Who do we collect personal data about: 
· People who visit or complete forms on our websites
· People who register for and receive services from us
· Relatives or other individuals who interact with those receiving services from us
· People who contact us with a query, complaint or feedback
· People who have been referred to us from other organisations or commissioned providers
The information we collect about you:
We will collect your personal data in a variety of ways, whether this is via our online or paper forms, from a partner organisation as a referral or from you directly during conversations you have with our services either via telephone, email, in writing or face to face, to be able to deliver the services we provide.

Your personal data that we collect, use and share includes:
· Name
· Contact details
· Date of birth
· Details about where you work and what your job is
· Information about your mental and physical health, and how this affects your job
· GP and/or specialist contact details
· Family and next of kin/interested parties’ details
· Identifiers, such as National Insurance Number
· Lifestyle and social circumstances
· Employment and educational details (including qualifications)
· Residential and right to work status
· Details of any State Benefit receipts
· Housing or social care needs
· Support network 
· Relating to domestic abuse 

We also collect what is known as sensitive personal information (or special categories of data). This is often information you would not want widely known and is very personal to you, types of sensitive data can include:
· Criminal conviction data (including DBS checks)
· Racial or ethnic origin
· Mental or physical health details 
· Sexual orientation

Why do we need your personal information: 
We need to use your personal, and often sensitive, information to help make the right decisions about the type of service you need, as well as to check whether the services are helping you as they should. 
We use your information to:
· deliver services and support to you
· manage those services we provide to you
· respond to your queries
· help investigate any worries or complaints you have about your services
· keep track of spending on services
· train and manage the employment of our workers and volunteers who deliver those services
· to verify your entitlement to access the services you have requested
· to evaluate, improve and plan services
· to meet our reporting obligations to report to statutory authorities

Why do we need information about other people in relation to your case?
· To allow us to most effectively assist the people who are providing you with care and support
· To facilitate contact between you and interested parties
· If you are vulnerable or at risk, to allow us to protect you better

Without using your personal information, we would not be able provide services to you.
Over the next couple of sections, we will take you through each one of the lawful basis and show you how we will use your personal data within our Employment Services as well as provide you with some further information on how we meet the requirements of data protection legislation.

1. Public task
We have a number of statutory responsibilities, powers and duties which require us to carry out tasks and deliver services.
When performing our public task we use your personal data to:
· Respond to information requests
· Respond to Subject Access Requests
· Respond to Freedom of Information Requests
· Create and manage Staff Training records
· Assess and manage workforce requirements
· Process the results of surveys and consultations to assess whether our services are making a difference, to develop and improve services, measure how well the council as a whole is doing and administer and protect public funds
· Carry out or take part in research or studies to support, review or improve our services
· verify your entitlement to access the services you have requested via our website, e.g. verification of your residence in the county
· 

2. Legal Obligation 
In the below cases we need to use your personal information to meet our legal obligations. 
· To share information on Employment and Skills Hub services to funding bodies

3. Legitimate interests 
· Facilitate our corporate complaints procedure
· Keep a log of media enquiries we receive
· Manage Google Analytics data from our public websites
· To ensure safety and security within our buildings
Legitimate Interest Assessments are available on request

4. Vital interests
We will use or share your personal information if it is necessary to the life of you or another person. This is most likely to be in an emergency situation and we may not be able to talk to you about sharing your data during the emergency; once the emergency is over, we will seek to advise you of the use at the earliest opportunity.

5. Consent 
Certain services or processes will require your consent in order to process your information. These are:
· To use photographs, you appear in for press and publicity purposes

In the above instances we have asked for your consent for us to collect and use your information. Even if you agreed at the start but don’t want to continue to receive the service you can remove your consent at any time. To do this, please contact us using one of the methods below: 

In Writing:
Employment and Skills Hub  
4-6 Commercial Road
Gloucester
GL1 2EA 

Email: employmentandskillshub@gloucestershire.gov.uk

Under data protection legislation you have rights over the use of your information. 
These may change depending on the lawful basis used, so once you have identified what the service you are engaging with is using, please use the table below to see what information rights you have.







Applicable Data Subject Rights by Lawful Basis
	Lawful Basis
	Right to withdraw consent
	Right of Access
	Correction of inaccurate information
	Right to erasure
	Right to object

	Consent
	Yes
	Yes
	Yes
	Yes
	No

	Legal Obligation
	No
	Yes
	Yes
	No
	No

	Vital Interests
	No
	Yes
	Yes
	Yes
	No

	Public Task
	No
	Yes
	Yes
	No
	Yes

	Legitimate interests
	No
	Yes
	Yes
	Yes
	Yes



You can contact the Information Management Service by reaching out to us:
Contact the Information Management Service page

In Writing:
Information Management Service 
Gloucestershire County Council
First Floor, Block 4(a)
Shire Hall, Westgate Street 
Gloucester
GL1 2TG   

Email: managemyrequests@gloucestershire.gov.uk

If you wish to make a complaint about how we use your personal data to the Information Commissioner’s Office, you can contact them by visiting the ICO website or by calling 0303 123 1113.

For more information about how Gloucestershire County Council uses your information please visit our Data Protection pages.
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